In this letter we present an imperceptible and robust watermarking algorithm that uses a cryptographic hash function in the authentication application of digital medical imaging. In the proposed scheme we combine discrete Fourier transform (DFT) and local image masking to detect the watermark after a geometrical distortion and improve its imperceptibility. The image quality is measured by metrics currently used in digital image processing, such as VSNR, SSIM and PSNR.
been improved without affect the robustness, replacing the integrated optical density concept implemented in [8] by a spatial masking which is described later. b) The new method has been designed to protect medical images against the practical signal processing offered in the tools included on DICOM CD Viewer display interface. Evaluation results provided show the desirable features of the proposed scheme.
Proposed Method
The proposed method gives the imperceptible and robust watermarking and is explained in the following steps: Watermark generation stage: 1) Read the DICOM file, extracts the desirable key information from the metadata, e.g., patient name, age, etc., and apply the message digest algorithm RIPEMD-160 [4] to obtain a hash. 2) Split the binary representation of the cryptographic hash into two parts of the same length (80 bits) and applies an XOR operation between them; obtaining then a watermark pattern W of length L = 80 bits that is directly dependent on the DICOM metadata. Watermark embedding stage: 1) Read the original DICOM image I(x, y) in a 8-bit grayscale intensity representation and rescale it into a size of N 1 × N 2 , these dimensions will be stored and provided as a secret key K 1 in the extraction stage. 2) Apply the 2D DFT denoted as F (u, v) to the resized image I r (x, y) and obtain its magnitude M(u, v) = |F(u, v)| and phase P(u, v). 3) Once that Fourier spectrum has been centered, based on the energy distribution in the DFT domain, select a pair of radius r 1 and r 2 around the zero frequency term in M(u, v) and compute its corresponding annular area A = π(r 2 2 − r 1 2 ) that should cover the middle frequency components. Reasons of positioning r 1 and r 2 in the middle frequencies are: a) modifications in the low frequencies of M(u, v) will cause a visible distortion in the spatial domain of the host image, b) modifications in the high frequencies of M(u, v) may affect considerably the robustness against JPEG compression. In order to preserve the robustness respect to JPEG and at the same time keep a high visual quality, the goal then is to find a correct pair of r 1 and r 2 . Fortunately there are enough radiuses in the middle frequency of M(u, v) that may satisfy the trade-off between robustness and imperceptibility. These radius values will be stored and provided as a secret key K 2 in the extraction stage. of M (u, v) , into the area A compute the magnitude difference
. . , L denotes an index pointing into the watermark data bits W i , and j denotes the coordinates into M(u, v). 5) Considering a watermark strength factor α, modify the DFT middle frequencies magnitudes M' (u, v) as is shown Figs. 1 and 2. 6) In order to produce real values after the DFT magnitude has been modified in 5), the lower half part of the corresponding middle frequency band should be modified as well in a symmetrical manner. The watermarked image I W (x, y) is obtained applying the inverse DFT to the watermarked magnitude M' (u, v) in conjunction with the corresponding non changed original phase P (u, v) . Finally the watermarked image I W (x, y) is rescaled to its original dimensions. Note that, in order to increase the security of the watermarking algorithm, secret keys K 1 , K 2 , may be renewed randomly in a desirable lapse of time. In this manner, several lots of medical images may be watermarked using different secret keys K 1 and K 2 , thus avoiding the estimation of both secret keys by an adversary. In this paper K 1 is given by N 1 = N 2 = 400, meanwhile K 2 by r 1 = 72 and r 2 = 74, however, e.g., a new lot of images could be watermarked by renewed secret keys K 1 (N 1 = N 2 = 412) and K 2 (r 1 = 73 and r 2 = 75), which not would affect the performance of the proposed method. 7) Improve the imperceptibility implementing a spatial masking [5] , as shown in Fig. 3 and given by (1):
where M σ is the masking image, which has values in the interval [0, 1] and gives a measure (for each pixel of the original image I) to its insensitivity to noise [5] . I WM is the final masked and watermarked image and M σ is given by (2):
where M max = max m,n M σ (m, n) is the maximum value of the local variance processed over the whole image, μ Window (k, l) is the local mean computed in a square window of 9x9 pixels centered at the position (x, y). 8) Finally, convert I WM to the DICOM native format.
Watermark extraction stage: 1)
Using the secret keys K 1 and K 2 which are known by the extraction stage, replicate the steps 1 to 3 of the embedding stage. 2) Split the DFT magnitude M'(u, v) into its four quadrants and compute the subtraction operation 
Experimental Results
The experimentation was carried out using 150 DICOM files of computed tomography (CT) modality, classified in three types: skull, abdomen and simple skull with 512x512x12 bits grayscale. Empirically the secret key K 1 is given by N 1 = N 2 = 400, meanwhile K 2 by r 1 = 72 and r 2 = 74. The watermark strength factor α used was chosen to 155. The watermark involves the DICOM metadata e.g., patient name, patient age, institution name, station name, patient ID, patient sex, patient birth date, to obtain the 80 bits in total after the watermark generation procedure. In order to determine the watermark imperceptibility, we used the wellknown VSNR [6] , SSIM [7] and PSNR metrics to measure the distortion produced after the embedding process, and we apply the NCC metric to evaluate the similarity between the original watermark W and the extracted watermark W'. PSNR(dB) = 10 log 10
In Fig. 4 it is shown one of the images used in the experimentation: (a) without distortion, (b) JPEG compression with quality factor 30, (c) contrast, (d) brightness, (e) flipping, (f) JPEG 2000, (g) rotation by 35
• and (h) negative version.
In Fig. 5 , the watermark imperceptibility in the watermarked images is presented. The watermark robustness after these attacks is given in Table 1 . From the results in Fig. 5 and Table 1 , we show that our proposed method is imperceptible enough and robust to several attacks while allowing recovering the watermark signal.
Finally, a performance comparison in terms of imperceptibility and robustness with the conventional methods in Table 1 Average recovered data after several distortions (a)-(h). [2] and [3] is show in Table 2 . Practical signal processing offered in the tools included on DICOM CD Viewer display interface are considered in this comparative. Labels 'success' or 'fail,' are assigned when the tolerance is not reported in the literature. A dash in Table 2 indicates that simulations not were mentioned in the literature.
In order to prove that image quality distortion caused by the proposed method will not affect the correct diagnosis performed by a M.D., a subjective test based on the Mean Opinion Score (MOS) metric was carried out. Our experiments are statistically supported by a medical staff 
Conclusions
In this letter we presented a new and imperceptible watermarking technique applied to medical images that has shown to be robust to several distortions. The watermark has been hashed and ciphered with the RIPEMD-160 algorithm in order to diminish the DICOM metadata size and to add security to the watermarking method. Using a spatial masking it allows to obtain a better imperceptibility in the embedding process, obtaining average VSNR, SSIM and PSNR values greater than 49.10 dB, 0.9996 and 53.90 dB respectively. Because some of the DICOM metadata has been involved in the watermark generation it is created a high dependency with the image data itself preventing the confusion and assuring a robust structure highly recommended for a picture archiving and communication system (PACS) used in healthcare.
